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Tiny camera detection technology based on hyper-spectral imaging technology

WANG Lin'?, ZHANG Haiyang'*, HUANG Jiahao'?, QU Jiahui'?,
ZHAO Changming?, ZHANG Zilong'?
(1. Key Laboratory of Photoelectronic Imaging Technology and System (Ministry of Education), Beijing Institute of
Technology, Beijing 100081, China; 2. School of Optics and Photonics, Beijing
Institute of Technology, Beijing 100081, China)

Abstract: Aiming at the characteristics of hyper-spectral imaging, a scheme for detecting tiny cameras based
on three-dimensional features was proposed. The results were accurately determined in the spectral dimension
after the suspected target was screened out by the cat's eye effect in the space dimension. According to the
camera structure, the reflection spectral characteristics of the visible light camera were analyzed. Based on the
geometric optics and radiometry, the detection distance of the system was calculated and simulated. The results
show that if the equipment is working properly, the optical power affects the minimum detection distance,
while the target size affects the maximum detection distance. A tiny-camera spectral feature verification system
was built. The results show that the non-reflective light ratio curve of the target using the absorptive infrared
cut-off filter changes smoothly and the value is high. As for the curve of the target using the reflective infrared
cut-off filter, the value is high in visible light part while it is low in infrared part, and the curve begins to drop
near 700 nm and even mutates where the absolute slope value is more than 10 times as it in the infrared band
according to the experimental data. The experimental results are consistent with the expected results of the
analysis, which proves the feasibility of hyper-spectral imaging technology to detect tiny cameras.

Key words: hyper-spectrum; tiny camera; spectral characteristics; imaging spectrum
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Fig. 1 Transmittance curves of typical blue glass filters

FE 86 TE C R B BRGSO A AE 2
75 0L WS RIE S B, T LA a s i, vl o
A8 v i ok 2R RO G A A U B R R A
i, # 7 UE 6 A B mT DL e 3435 5, #8700 nm B
A REAEAE R AR AT IR, ¥ R G
X LT A6 A, 6 AT LG A, G
AL U B RE AR, 40 Ah DR B RE R, 38 AL AT
FEBE = R
1.2 #HEAXSAEBENEHREH

S R A O A e TR A 4 2 ok i AE AL
GaiaField-F-V10, H 25/ 4n & 2 frs, (& 05 & &R
Gy, PR4E . MEELRG . AT S B R S K
CCD R 2%, HSH sk 1 s,

it -
b M il
CCD#RM &%

2 HEAXSEKIEBY GaiaField-F-V10 514
Fig. 2 Structure diagram of sweeping hyper-spectral

camera GaiaField-F-V10



MG 2021, 42(6) AR, S FETROGEEBUGEAR BRUNES S K HE AR ¢ 1109 -

* 1 HEAXSAIEEN GaiaField-F-V10 28 R 4%
Table1 Parameters and specifications of sweeping hyper-

spectral camera GaiaField-F-V10
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